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Incidents/Articles of Note:

Cyber Related

HHS Cybersecurity Branch Warns Healthcare Sector of Hive Ransomware
Group
Arizona hospital says SSNs of 700,000 people leaked during April
ransomware attack
5 Studies Investigate Workplace Violence in Healthcare
53% of medical devices have a known critical vulnerability
Insulin pumps among millions of devices facing risk from cyber vulnerability
Health Care Conglomerate Hacked – Hundreds Of Facilities Affected
How AI is helping the supply chains in the healthcare sector        

Other

Virginia hospitals focusing on community efforts to address gun violence
Assaults against abortion clinics, patients rose 128% in 2021 
Hospital Violent Crime Increased 47% Last Year 
Man arrested with gun in waistband after walking into hospital (NY)
Men arrested after escaping from psychiatric hospital (VA)  

 

 webversion

       

This is an open-source product. Redistribution is encouraged.

https://fusion.vsp.virginia.gov/vfcshield/healthaware-q2-2022/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
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https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://www.hcinnovationgroup.com/cybersecurity/data-breaches/news/21265059/hhs-cybersecurity-branch-warns-healthcare-sector-of-hive-ransomware-group
https://therecord.media/arizona-hospital-says-ssns-of-700000-people-leaked-during-april-ransomware-attack/
https://www.securitymagazine.com/articles/96487-investigating-violence-prevention-and-healthcare-workplace-violence-programs?oly_enc_id=1516C1508589A3U
https://www.helpnetsecurity.com/2022/01/25/critical-medical-device-risks/#:~:text=Data%20shows%20that%2053%25%20of,have%20an%20identified%20critical%20risk.
https://www.medtechdive.com/news/insulin-pumps-among-millions-of-iot-devices-vulnerable-to-hacker-attacks/584043/
https://www.govinfosecurity.com/avoslocker-claims-data-theft-from-another-healthcare-entity-a-19083?&web_view=true
https://health.economictimes.indiatimes.com/news/industry/how-ai-is-helping-the-supply-chains-in-the-healthcare-sector/91092925
https://augustafreepress.com/virginia-hospitals-focusing-on-community-efforts-to-address-gun-violence/
https://www.axios.com/2022/06/24/attacks-violence-abortion-provider-roe-bans
https://www.campussafetymagazine.com/news/hospital-violent-crime-increased-47-last-year/?utm_source=newsletter&utm_medium=email&utm_campaign=content&utm_source=email&utm_medium=mc&utm_campaign=255583
https://www.silive.com/crime-safety/2022/04/nypd-man-arrested-with-gun-in-waistband-after-walking-into-hospital-on-si.html
https://www.wsls.com/news/local/2022/04/17/virginia-state-police-searching-for-armed-and-dangerous-mental-hospital-escapees-out-of-williamsburg/


 

 

 

 

 

   

  

 
 

 

         
 

 
View Virginia Fusion
Center Homepage

 Click Here

Observe Suspicious
Activity?

 Report Online

Powerpoint PDF | HHS

Health Sector Cybersecurity: 
2021 Retrospective and 2022 
Look Ahead
Cybercriminals and nation-states have 
engaged in cyberattacks against 
healthcare organizations for years

• What is different about today?

• What will we have to be concerned 
with tomorrow?

View

Article | Security Magazine

Investigating Violence 
Prevention and Healthcare 
Workplace Violence 
Programs
Employees in healthcare are 20 times 
more likely to experience workplace 
violence (WPV) than any other
profession, and that statistic continues 
to rise in the United States. Here, we 
will explore if the violence prevention 
climate (VPC) affects a healthcare 
workplace violence program, as well as 
introduce five studies comparing two 
questions followed by suggestions for 
alternative studies to further this 
research

Read Full Article

- Tools and Resources -

https://www.hhs.gov/sites/default/files/2021-retrospective-and-2022-look-ahead-tlpwhite.pdf
https://www.securitymagazine.com/articles/96487-investigating-violence-prevention-and-healthcare-workplace-violence-programs?oly_enc_id=1516C1508589A3U
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


 

 

 

 
 

  
 

   
 

 
 

 

 

Not a VFC Shield Member?

Join Today

Virginia Shield Coalition

"Awareness Through Information Sharing"

 

  

   

     

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

"Awareness Through Information 
Sharing" Email Coordinator All Products
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https://fusion.vsp.virginia.gov/shield-signup
https://fusion.vsp.virginia.gov/shield
https://staffordshield.com/
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://www.louisacounty.com/2352/Shield
https://fusion.vsp.virginia.gov/vfcshield/healthaware-q2-2022/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
mailto:dante.robinson@vsp.virginia.gov
https://fusion.vsp.virginia.gov/shield-products


 
The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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You have received this message because has subscribed to the "HealthAware" mailing list. Should you
wish to unsubscribe please click the link below. 
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